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RESPECT CONFIDENTIALITY WHEN REPORTING TERRORISM CONCERNS

Doctors must not disregard confidentiality guidance when considering whether to report
concerns about patients they suspect may be involved in terrorism.

The UK-wide medical defence organisation MDDUS is issuing the warning following the
publication yesterday of a revised government counter-terrorism programme. The Prevent
strategy asks doctors and other healthcare workers to help identify people who are “vulnerable
to radicalisation” and to help them “access the relevant support”. It states that people with
mental health issues or learning disabilities “may be more easily drawn into terrorism.”

Prevent compares efforts to stop someone from becoming involved in terrorism to
safeguarding in other areas, including child abuse or domestic violence. Since January 2010,
Prevent has piloted in nine Strategic Health Authority regions in England where frontline
workers have been given training and guidance. A key section of the strategy for doctors
states:

“The key challenge for the healthcare sector is to ensure that, where there are signs that
someone has been or is being drawn into terrorism, the healthcare worker can interpret those
signs correctly, is aware of the support which is available and is confident in referring the
person for further support.”

The strategy states that the Prevent pilot is “improving channels of communication between
the health sector and the police, as well as other cross-agency links”.

But MDDUS medical adviser Dr Anahita Kirkpatrick says doctors should not forget their duty of
confidentiality. She says: “Any doctor considering disclosing confidential information about a
patient who they suspect may be involved in terrorism or extremist activities should be very
sure of their facts and be prepared to justify their actions if called to do so.

“It is important that doctors consult the GMC guidance on confidentiality. They must carefully
consider the facts and consider discussing with a senior colleague and weigh the potential
harms that are likely to arise from non-disclosure of information, against the possible harm,
both to the patient and to the overall trust between doctors and patients, arising from the
release of that information. Reasons for making a disclosure should be noted in the patient’s
record. The disclosure should be the minimum necessary confidential information.”
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GMC guidance makes it clear that confidential patient information can only be disclosed
without consent in exceptional circumstances, “if failure to do so may expose others to a risk
of death or serious harm”.

Doctors are usually expected to inform patients if a disclosure has been made without their
consent. But in cases of suspected terrorism a doctor may be justified in not doing so if it
would put them or others at risk of serious harm, or would prejudice the purpose of the
disclosure. Once the decision to disclose has been made, it should be carried out in a timely
fashion to an appropriate person or authority.

The revised Prevent programme acknowledges the importance of maintaining patient trust. It
says the Department of Health will need to ensure that the “crucial relationship of trust and
confidence between patient and clinician” is balanced with the healthcare worker’s duty to
consider public safety. The strategy calls for clear guidelines to be drawn up for healthcare
workers “to ensure that cases of radicalisation whether among staff or patients are given the
attention and care they deserve.”

Dr Kirkpatrick adds: "MDDUS urges all doctors to be aware of the implications of the
government’s revised Prevent programme. But bear in mind that doctors are not expected to
go looking for evidence of terrorism plots. They would only be expected to act on information
they come across as part of their normal interactions with patients.

“If there is any doubt about disclosing confidential information, they should seek clarification
from their medical defence organisation.”

Ends

For further information contact Joanne Curran on 0845 270 2034.

Note to editors

MDDUS is a medical defence organisation providing access to professional indemnity and
expert medicolegal advice for doctors, dentists and other healthcare professionals throughout
the UK. For further information on MDDUS go to www.mddus.com.
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